Evidence

Theme

Privacy and Safety

TECHNOLOGY INAGED CARE

This evidence theme on privacy and safety is a summary of one of the key topics identified by a
scoping review on human factors and technology in aged care.

Key points

® Many older adults are concerned with maintaining
their privacy. However, some people are willing to
compromise privacy and accept being monitored by
surveillance technologies if it means being able to
continue living safely and independently in their own
homes.

® Many older adults consider living at home with
surveillance less of an invasion of privacy thanresidingin
residential aged care.

® Olderpeople and those caring for them may consider
the use of technologies with integrated cameras a
threat to both privacy and personal dignity.

® Withinaged care, itisimportant to consider the balance
between technology use and the privacy and safety of
the people receiving care, as well as those providing it.

What do we mean by ‘privacy’ in
aged care?

Inthe context of aged care, privacy refers to the right of
older people to control their personal information, make
choices about their care and have a private space where
they can feel comfortable and secure. [1] Privacy is an
important component of aged care as it helps older adults
to maintain their dignity and independence whilst receiving
support with activities such as washing and dressing.
Individuals receiving aged care have theright to control
who has access to their health information. [1] Privacy is an
important component of aged care as it can help to build
trust between older people and their service providers and
care team, thereby improving the quality of care provided.

Why does privacy matter?

With the increasing use of technology inaged care, it is
important to consider how these innovations affect the
privacy of older adults. There are many benefits to working
with technology in aged care. Those now commonplace
include remote monitoring, telehealth, and assistive
devices. Yet technology use can expose older adults to
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security risks and make them vulnerable to negative
experiences. [2] Aged care services need to ensure there
are measures in place that protect the privacy of people
receiving care as well as the aged care workforce supporting
them. By prioritising privacy in the use of technology,
innovative ways of working and providing aged care are
more likely to enhance the quality of care and older people's
quality of life. [3]

Privacy concerns for technology
use in aged care

This evidence theme on privacy and safety summarises one
of the key topics we identified in a scoping review on human
factors and technology in aged care. We identified 10
studies on this topic. [2, 4-12] If you need more information
on this topic, try using one of our PubMed searches on the
ARIIA website.

The scoping review found several specific privacy concerns
around the use of technology in aged care. However, older
people, their families, and the staff caring for them often
varied in their opinions. The included studies suggest that:

Maintaining privacy was important for older people.
However, some people are willing to compromise

on their privacy needs by accepting surveillance
technologies when support continued independent
living. Older adults considered living at home with
surveillance technology as more private thanlivingina
long-term care facility. [2]

The capability of robots to watch people was a concern
for many older adults. [12] However, the ability of
therobot to callemergency services for help was
considered a useful feature. [12]

Privacy concerns often differed by technology type. For
example, video cameras were deemed to violate privacy
as anunknown person could be watching. Technologies
that measure health functions (such as heart rate) were
viewed as less invasive. People considered the ability to
switch off monitoring devices a positive feature which
can allow older adults to maintain some level of privacy.

[2]

The privacy of care workers and care recipients could
be compromised through the use of robots and devices
with integrated cameras. [13] Family members had
concerns around the use of telepresence robots in
residential aged care. [14] Telepresence robots allow
someone at aremote location to see and engage with
someone at the robot's end. Family members using
these technologies felt that the cameras used for
communicating with the older person created a sense of
'spying’, especially if the older person was unaware that
avideo connection had beeninitiated. [14]

Older people raised general concerns around the

use of video conferencing systems and the ability of
unknown people to access their discussion and personal
information, posingrisks to privacy and cybersecurity.
[15]

Some viewed the use of cameras in residents’' rooms to
ensure safety (e.g., assisting in early falls detection) as a
threat to both privacy and dignity. [16]
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Older adults being monitored for safety reasons in their
own homes were concerned that 'big brother’ could be
watching. In a home care context, they were worried
that other members of the household would not like to
be watched. [13, 17]

Some care workers perceived the use of surveillance
cameras in aged care facilities and residents’ rooms as
amessage from the organisation that they could not be
trusted to provide for the care recipient'’s best interests.
[16] This has the potential to reduce staff confidence in
their own ability to provide care.

Although care workers might consider privacy
protectionimportant for older adults, they were

more inclined to overlook privacy concerns in favour
of the benefits provided by aged care monitoring
devices. [4] These benefits included increased physical
safety, independence, health outcomes, and early fall
detection.

What do we mean by ‘safety’ in
aged care?

While privacy refers to the ability of older adults to control
who can access their data, safety refers to the protection
of older adults from physical or psychological harm. The
included articles reported concerns for the safe use of
technology in aged care settings suggesting:

The safe use of robotics and autonomous systemsin
long-term care settings was a significant concern for
carers and care recipients. [13]

Older people highly valued the feeling of safety. [12] For
example, some older adults reported that the use of
arobot to help with medicine management increased
their sense of safety, as they did not have to remember
the time to take medications and they were less likely to
be hospitalised due to a medication error. [18]

The unpredictability of robot behaviours and movement
may cause safety risks. Care workers were concerned
that robots and other technologies could become a
safety hazard and were unsure who would be liable in
the case aninjury occurred. [13] However, through
design principles such as collision avoidance and safe
navigation, safety can be integratedin the design
process.

Safety considerations for

technology use in aged care

Older people can be supported by technology in aged
care. However, appropriate and safe use of technology is
important to protect the privacy and dignity of older adults.

Despite the benefits that technology can provide inaged
care, such as smart homes that monitor health status,
detect emergencies, and provide reminders, [19] the use

of technology connected to the internet may increase the
risk of data breaches and technology failures, and reduce
privacy. [20] Safe use of technology in aged care s crucial to
ensure older adults receive the benefits of technologyina
safe and supported environment.



https://www.ariia.org.au/knowledge-implementation-hub/technology-in-aged-care/evidence-themes/privacy-and-safety

Privacy and Safety

Whenintegrating technology into aged care services,
safety should be one of the top priorities and considered
inthe design, implementation, and ongoing management
of such devices. Technology should be user-friendly,
accessible, and secure, and adequate training should be
provided to support staff, care recipients, and their families.
[1] Regularrisk assessments and testing should be carried
out to identify potential safety issues, and privacy and
ethical considerations should be made when collecting and
storing personal data. Aged care providers should also have
policies and procedures in place for responding to incidents
involving the use of technology.

Limitations

This evidence theme has been informed by the results of
ascopingreview intended to map the published research
in this area. Our findings reflect the current state of the
evidence whichis limited in breadth and quality.
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